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HP ProCurve MultiService Controller Series

Product overview Key features

Working with HP ProCurve MultiService Mobility * Enhanced WLAN architecture reduces LAN traffic
Access Points, HP ProCurve MultiService Mobility « |[EEE 802.11n capable

Controllers deliver a high-performance networking « Rock-solid WLAN security

solution. The enhanced architecture scales from IEEE
802.11b to 802.11n without expensive controller
upgrades. Robust identity and roles-based user
account profiles, as well as Virtual Service
Communities (VSCs) with independently configurable
Quality of Service (QoS), authentication, encryption,
and VLAN support, deliver intelligence to the edge of
the network. Scalable from branch offices to large
organizations, the controllers deliver fastroaming and
ultraspeed hand-offs. Wireless security is rock solid
with support for the internal and external
authentication, authorization, and accounting (AAA)
servers, built-in stateful firewall, per-user VLAN
mapping, and mutual controller/access point (AP)
authentication.



Features and benefits

Industry-leading warranty

ProCurve
Lifetime®
Warranty
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* Lifetime Warranty applies only to the MSM765z|
Mobility Controller J9370A, with the exception of
the hard disk drive, which has a warranty of five (5)
years

* One year hardware limited warranty for MSM760
Access Controller (J9421A) and MSM760 Mobility
Controller (J9420A)

Firewall

* Stateful firewall: enforces firewall policies to
control traffic and filter access to network services;
maintains session information for every connection
passing through it, enabling the firewall to control
packets based on existing sessions

NAT/PAT: choice of dynamic or static network
address translator (NAT) preserves a network's [P
address pool or conceals the private address of
network resources, such as Web servers, made
accessible to users of a guest or public wireless LAN

Authenticated network access: firewall can
authenticate the user at a given IP address using

RADIUS or a local user directory before allowing
connections from that location

* Address management:
— NAT (RFC 1631), CIDR (RFC 1519)

Management

* Complete session logging: provides detailed
information for problem identification and resolution

* Remote configuration and management:
through secure Web browser or command:-line
interface (CLI)

* Management interface control: each of the
following interfaces can be enabled or disabled
depending on security preferences: console port,
telnet port, or reset button

* Management VLAN: segments traffic to and
from management interfaces, including CLI/telnet,
Web browser interface, and SNMP

* RADIUS accounting support: separates RADIUS
accounting server support per SSID; provides
detailed session, usage, and billing information for
each client activity

RADIUS accounting support: separates RADIUS
accounting server support per BSSID; provides
detailed session, usage, and billing information for
each client activity

Secure Web GUI: provides a secure, easy-fo-use
graphical interface for configuration of the module
via HTTPS

Command-line interface (CLI): provides a
secure, easy-to-use command-line interface for
configuration of the module via SSH or switch
console; provides direct realtime session visibility

HP ProCurve Manager: central management
through HP ProCurve Manager Plus for discovery,
logging, and status management

Logging: local and remote logging of events via
SNMP (v2c¢ and v3) and syslog; provides log
throttling and log filtering to reduce the number of
log events generated

* Controller networking:

— Bridging and routing: IEEE 802.1d-compliant
bridging, RIP v1 (RFC 1058) and v2 (RFC 1723)

— Stateful firewall

— Other: PPPoE Client (RFC 2516), ICMP (RFC 792),
and IEEE 802.1q VLAN tagging

* DHCP options:
— DNS Relay, SMTP Redirection

— DHCP: Server (RFC 2131), Client, and Option-82
Relay (RFC 3046)

* Network management:

— Fully manageable using PCM3.0 AUT and
PMM3.0 AU2

— SNMP v2¢, MIB-II with Traps, RADIUS
Authentication Client MIB (RFC 2618), RIPv2 MIB
Extension (RFC 1724)

- Embedded HTML management tool with secure
access (SSL and VPN)

— Scheduled configuration and firmware upgrades
from central server

— Per-user activity records by time used or data
transferred

- Remote syslog

For as long as you own the product, with next-business-day advance replacement (available in most countries). The following hardware products and their related series modules have
a one-year hardware warranty with extensions available: HP ProCurve Routing Switch 9300m series, HP ProCurve Switch 8100fl series, HP ProCurve Network Access Controller
800, and HP ProCurve DCM Controller. The following hardware mobility products have a one-year hardware warranty with extensions available: HP ProCurve M111 Client Bridge,
HP ProCurve MSM3xx-R Access Points, HP ProCurve MSM7xx Mobility and Access Controllers, HP ProCurve RF Manager IDS/IPS Systems, HP ProCurve MSM Power Supplies, HP
ProCurve 1 Port Power Injector, HP ProCurve CNMS Appliances, and HP ProCurve MSM317 Access Device. Disk drives in the HP ProCurve ONE Services zI modules, HP ProCurve
Threat Mgmt Services zI module, and HP ProCurve MSM7 6521 Mobility Controller have a five year hardware warranty. Standalone software, upgrades, or licenses may have a
different warranty duration. For defails, refer fo the ProCurve Software license, Warranty, and Support booklet at www.procurve.com/warranty.

2





















